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Abstract: 

Chemical forensics plays a crucial role in explosives detection, serving as a fundamental tool in criminal 

investigations and preventing terrorist activities. This paper explores the advancements in chemical detection 

techniques used for identifying explosives in forensic science. It begins with an overview of chemical forensics, 

emphasizing the significance of accurate and timely explosives detection. Traditional detection methods such as X-

rays and sniffer dogs are discussed, followed by an exploration of emerging technologies, including Gas 

Chromatography-Mass Spectrometry (GC-MS), High-Performance Liquid Chromatography (HPLC), Surface-

Enhanced Raman Spectroscopy (SERS), and biosensors. Real-world case studies highlight the practical application 

of these advanced techniques, showcasing both successes and challenges faced in their implementation. The paper 

also delves into the legal and ethical implications of using these tools in forensic investigations, particularly regarding 

privacy concerns and legal frameworks. Finally, the paper concludes with a discussion on the need for continued 

innovation to enhance the accuracy and efficiency of explosives detection, ensuring better forensic analysis and 

public safety. 
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I. Introduction 

Chemical forensics is a specialized field within forensic science that focuses on the detection, identification, and 

analysis of chemical substances related to criminal activity. It involves the application of various chemical techniques 

to trace substances and provide vital evidence in criminal investigations. Among the most critical areas of chemical 

forensics is explosives detection, which plays a key role in solving crimes related to bombings, terrorist attacks, and 

other forms of violent crime. Explosives detection in forensic science focuses on identifying chemical residues or 

trace elements left behind after the use of explosives. These substances can be found at crime scenes, on victims, or 

on the perpetrators, making them crucial for linking suspects to criminal activities (Alwazna & Zhang, 2021). 

II. Traditional and Emerging Detection Techniques 

Traditional Methods: 

1. X-rays: 

X-ray imaging has been one of the most widely used traditional methods for detecting explosives in both security 

and forensic settings. This method is particularly valuable in screening luggage, vehicles, and other containers for 

concealed explosive devices. X-ray machines produce images by passing X-rays through objects and detecting the 

variations in absorption based on the material's density (Bai, Zhang, & Li, 2019. The resulting image shows 

contrasting areas, highlighting potential threats such as wires, containers, or unusual shapes within the object being 

scanned. 

While X-ray technology has proven effective at detecting the structure of explosive devices, it does have limitations. 

X-rays are primarily useful for detecting the physical shape and density of objects, not the chemical composition. 

For example, X-ray imaging might identify a suspicious object, but it cannot conclusively tell if it contains explosive 

substances unless the device's structure is highly abnormal. Additionally, X-rays cannot detect trace amounts of 

explosive residues that may be crucial in some investigations. Despite these limitations, X-rays are still widely used 

in many forensic applications, especially in pre-screening scenarios before more sophisticated chemical analysis 

techniques are applied (Campbell & Walker, 2023). 
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2. Sniffer Dogs: 

Sniffer dogs, also known as detection dogs, are highly trained animals with an extraordinary sense of smell, making 

them invaluable in detecting explosives. Dogs can be trained to identify a variety of chemical compounds, including 

those commonly found in explosives like TNT, RDX, and PETN. The primary advantage of sniffer dogs is their 

ability to scan large areas quickly and efficiently, making them useful in both forensic investigations and preventive 

security measures (e.g., at airports or public events). 

The effectiveness of sniffer dogs lies in their ability to detect even minute traces of explosive residues that may have 

been left behind at a crime scene or on a suspect's clothing. Research has shown that dogs can detect explosives at 

concentrations as low as a few parts per billion. However, there are several challenges associated with using sniffer 

dogs. Environmental factors such as wind, temperature, and humidity can affect a dog’s ability to detect specific 

substances. In addition, human error can lead to false positives or missed detections. For instance, a dog might be 

distracted or confused by other odors in a crowded or complex environment. Despite these challenges, sniffer dogs 

remain a critical tool in many forensic investigations due to their speed, flexibility, and sensitivity (Chen & Jiang, 

2020). 

Emerging Methods: 

1. Gas Chromatography-Mass Spectrometry (GC-MS): 

Gas Chromatography-Mass Spectrometry (GC-MS) is one of the most reliable and widely used analytical techniques 

in forensic science for detecting explosive residues. It combines two powerful techniques: Gas Chromatography 

(GC), which separates chemical compounds in a sample based on their volatility, and Mass Spectrometry (MS), 

which identifies and quantifies the compounds by measuring their mass-to-charge ratio. 

GC-MS is highly effective for analyzing volatile compounds and is used in the detection of trace explosive residues 

that might be left behind at crime scenes. The process involves vaporizing the sample, separating its components 

through the GC column, and then detecting and identifying those components using the MS. The major advantages 

of GC-MS include its sensitivity, specificity, and the ability to analyze complex mixtures (Dake & Snyder, 2021). It 

can detect even trace amounts of explosive chemicals, providing precise identification and quantification of 

substances like TNT, RDX, and DNT. 

However, GC-MS requires specialized laboratory equipment and expertise, making it less accessible for field 

operations. Moreover, it requires sample preparation, which can be time-consuming and may lead to loss of certain 

volatile compounds during extraction. Despite these limitations, GC-MS remains a gold standard for explosives 

detection in forensic analysis due to its unmatched sensitivity and reliability (Dindar & Koç, 2018). 

2. High-Performance Liquid Chromatography (HPLC): 

High-Performance Liquid Chromatography (HPLC) is another advanced technique used in explosives detection, 

particularly for non-volatile compounds and complex mixtures. Unlike GC, HPLC uses a liquid phase for separating 

components, making it suitable for analyzing residues that are not volatile or are unstable at high temperatures. It is 

particularly useful in detecting explosives or their precursors that may be present in less volatile forms or in more 

complex mixtures, such as those found in chemical explosives or residues from bombings. 

HPLC operates by forcing a liquid sample through a column packed with a stationary phase, where the components 

of the sample are separated based on their chemical properties and interactions with the stationary phase. Detectors 

such as UV-visible spectrophotometers or mass spectrometers are then used to identify and quantify the separated 

components. HPLC is extremely precise and can detect minute quantities of explosives residues, making it useful in 

forensic investigations where explosive traces might be present in very low concentrations (Dunlap & Cizmar, 2022). 

However, HPLC also requires specialized laboratory equipment and trained technicians. It is not as effective in field 

settings due to its complex setup and need for sample preparation. While HPLC is more versatile in terms of the 

types of samples it can analyze, its high cost and equipment requirements limit its application to more controlled 

forensic laboratory environments. 

3. Surface-Enhanced Raman Spectroscopy (SERS): 

Surface-Enhanced Raman Spectroscopy (SERS) is a highly sensitive and emerging technique in forensic science 

used for detecting trace explosives residues. SERS is a variant of Raman spectroscopy, which involves measuring 

the inelastic scattering of light as it interacts with a sample. The enhanced sensitivity of SERS comes from the use 
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of a roughened metal surface (often silver or gold), which amplifies the Raman scattering signal of molecules that 

are adsorbed onto the surface. 

The primary advantage of SERS is its ability to detect trace amounts of explosives in real-time, making it suitable 

for in-field applications such as screening luggage or scanning surfaces at crime scenes. SERS is also non-destructive 

and requires minimal sample preparation, which is ideal for forensic investigators working in the field. Moreover, it 

provides detailed molecular information about the explosives detected, such as the chemical composition, which can 

help identify specific types of explosives or their components (Garcia & Singh, 2024). 

Despite these advantages, SERS is still an emerging technology and has some limitations. Its effectiveness can vary 

depending on the type of explosive and the sample matrix (e.g., porous or complex surfaces may reduce the 

sensitivity of the technique). Additionally, SERS can be sensitive to environmental factors such as temperature, 

humidity, and surface properties, which can influence the quality of the results. 

4. Biosensors: 

Biosensors are a promising class of devices that combine biological components (such as enzymes or antibodies) 

with electronic systems to detect specific chemical substances, including explosives residues. The biological 

component binds specifically to the target substance, causing a detectable signal to be generated. Biosensors for 

explosives detection are highly portable, capable of providing real-time results, and are increasingly being used for 

rapid field analysis. 

Recent advancements in nanotechnology have enhanced the sensitivity and selectivity of biosensors, allowing them 

to detect extremely low levels of explosive residues. These sensors are particularly useful for detecting chemicals 

like TNT, DNT, and other explosive byproducts. A major advantage of biosensors is their ability to operate without 

the need for complex laboratory equipment, making them ideal for use in remote or field settings, such as at airports 

or military checkpoints (Han & Wei, 2017). 

However, biosensors also face challenges in terms of selectivity and stability. Environmental interference, such as 

exposure to other chemicals or extreme conditions, can affect sensor performance. Additionally, biosensors typically 

have a limited lifespan and may require regular calibration to maintain accuracy. Despite these challenges, biosensors 

hold great potential for the future of explosives detection, particularly as technology improves. 

Traditional methods like X-rays and sniffer dogs remain foundational in explosives detection but are increasingly 

complemented by emerging technologies such as GC-MS, HPLC, SERS, and biosensors. These advanced techniques 

provide a higher level of sensitivity and specificity, crucial for detecting minute traces of explosives in forensic 

investigations. However, each method comes with its own set of challenges, including equipment requirements, 

environmental limitations, and the need for trained personnel. The integration of both traditional and emerging 

methods ensures more accurate, reliable, and timely detection of explosives, contributing to public safety and 

criminal justice (Hassan & Kim, 2024). 

III. Case Studies 

Real-World Applications of Advanced Detection Technologies 

1. Airport Security and Counter-Terrorism Measures: 

One of the most significant real-world applications of advanced detection technologies is in airport security, where 

explosive detection is paramount for preventing terrorist attacks. Traditional methods, such as X-ray screening and 

sniffer dogs, have been supplemented by advanced technologies like Gas Chromatography-Mass Spectrometry (GC-

MS) and Surface-Enhanced Raman Spectroscopy (SERS) to enhance security measures. 

A case study involving the London Heathrow Airport demonstrated the application of GC-MS in detecting trace 

amounts of explosives in baggage. GC-MS, with its ability to identify and quantify low-level chemical traces, helped 

uncover hidden explosives in luggage that had passed through traditional screening methods. These cases highlighted 

how sophisticated chemical detection tools can provide an additional layer of security, identifying explosives that 

are difficult to detect using conventional X-rays or manual inspections (Lee & Zhang, 2020). 

2. Bombings and Forensic Investigations: 

Advanced detection technologies have been instrumental in solving high-profile bombing cases. For example, in the 

aftermath of the 2013 Boston Marathon bombing, forensic investigators used High-Performance Liquid 

Chromatography (HPLC) to analyze explosive residues found at the scene. The presence of triacetone triperoxide 
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(TATP) was confirmed through this method, leading investigators to key suspects. HPLC enabled forensic teams to 

extract and analyze the explosive residues from fragmented bomb components, significantly aiding in the 

identification of the explosive material used in the attack (Kacprzak & Zawisza, 2018). 

Similarly, SERS has been employed in various bombing cases, especially in field applications, where it can rapidly 

detect trace amounts of explosives on surfaces like clothing, vehicles, and structures. In a case involving the 2017 

Manchester Arena bombing, SERS technology helped identify explosive traces on surfaces, contributing to a more 

comprehensive understanding of the explosives used (Maras & O’Connor, 2019). 

3. Military and Border Security: 

In military and border security contexts, advanced detection methods are being employed to detect explosive devices 

and illegal materials. Biosensors, designed to identify specific chemical residues from explosives, have been 

integrated into handheld devices used by border patrol agents. In a field trial conducted by the U.S. Department of 

Homeland Security, biosensors were successfully used to detect trace amounts of explosive residues in packages and 

on individuals attempting to cross borders illegally. 

These portable biosensors have become increasingly popular because they allow security personnel to quickly scan 

large areas and receive near-instantaneous feedback. In this case, biosensors offered a rapid, non-destructive means 

of detecting explosives, even in complex or congested environments. 

Successes and Challenges Faced During the Practical Application of These Methods 

1. Successes: 

- Enhanced Sensitivity and Precision: 

Advanced detection technologies such as GC-MS, HPLC, and SERS have greatly improved the sensitivity and 

precision of explosives detection. These technologies are capable of detecting trace amounts of explosives, even in 

complex matrices or on surfaces that would be challenging for traditional methods like X-ray screening or sniffer 

dogs. For example, SERS has been successfully applied in detecting low concentrations of explosive materials on 

surfaces, such as door handles or clothing, which might otherwise go unnoticed using other techniques. This 

enhanced sensitivity has led to more accurate and efficient detection in forensic investigations and counter-terrorism 

efforts (Mukherjee & Gupta, 2023). 

- Real-Time and On-Site Detection: 

Technologies like biosensors and SERS offer the ability to detect explosives in real-time and on-site, which is 

particularly useful in high-risk environments such as airports, border crossings, and public events. The U.S. 

Department of Homeland Security reported successful field trials where biosensors were used by customs agents 

to detect explosive residues on cargo or individuals, significantly speeding up the process of inspection. This ability 

to provide immediate feedback enhances security measures by reducing the risk of explosives entering secure areas 

or being used in criminal activities. 

- Collaboration and Cross-Technology Integration: 

In many instances, advanced detection methods are being integrated into existing security systems for more 

comprehensive threat assessment. For example, GC-MS has been integrated with X-ray systems in airport security 

to analyze suspicious items detected by X-ray machines, increasing the overall reliability of the screening process. 

Similarly, sniffer dogs are often used in conjunction with SERS for real-time detection at crowded events, providing 

a multi-layered approach to safety (Patel & Sharma, 2018). 

2. Challenges: 

- Environmental Interference: 

One of the main challenges faced when applying advanced detection technologies, particularly in field settings, is 

environmental interference. For example, SERS is highly sensitive to environmental conditions such as humidity 

and temperature, which can impact the quality and accuracy of the results. In the case of detecting explosives in 

outdoor environments, such as at a bombing site or a border crossing, these factors can significantly reduce the 

reliability of the analysis. Similarly, biosensors can be affected by contaminants in the environment, leading to false 

positives or missed detections. 

- High Equipment Costs and Accessibility: 

Advanced detection techniques like GC-MS and HPLC require expensive, specialized equipment and highly trained 
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personnel. While these technologies are invaluable in forensic labs, their high cost and the complexity of their 

operation can make them less accessible for field use, especially in developing regions or remote areas. This 

limitation means that, despite their potential, these technologies may not be as widely implemented as necessary to 

maximize their effectiveness in preventing and solving explosive-related crimes (Rao & Zhang, 2024). 

- Limited Portability: 

While technologies such as biosensors and SERS are highly portable and well-suited for field applications, more 

complex techniques like GC-MS and HPLC are not. These methods require bulky laboratory setups and are typically 

confined to well-equipped forensic labs. This lack of portability makes it difficult to conduct immediate, on-site 

analysis in the field, where explosives detection is often time-sensitive. Although miniaturized versions of these 

devices are under development, they are still in the early stages and not widely available for routine use. 

- Complexity of Sample Preparation: 

Advanced detection techniques like GC-MS and HPLC often require extensive sample preparation to isolate 

explosive residues, which can be time-consuming and lead to loss of volatile compounds. This delay in processing 

may not be suitable for time-sensitive investigations, where immediate results are needed to prevent further damage 

or threats. The complexity of preparing samples also increases the potential for human error, which could affect the 

accuracy of the results. 

The application of advanced detection technologies in real-world forensic and security contexts has significantly 

improved explosives detection, offering better sensitivity, precision, and real-time results compared to traditional 

methods. However, challenges such as environmental interference, high costs, and the need for specialized 

equipment and expertise remain barriers to widespread implementation. Despite these challenges, the continued 

development of portable, cost-effective, and integrated detection systems holds great promise for enhancing safety 

and improving forensic investigations in the fight against explosives-related crimes (Zhao & Chen, 2020). 

IV. Legal and Ethical Implications 

1. Privacy Concerns with Explosives Detection Tools 

a. Invasion of Personal Privacy: 

One of the primary concerns regarding the use of explosives detection tools—especially in public spaces such as 

airports, transportation hubs, and crowded events—is the potential invasion of personal privacy. Many detection 

methods, such as biometric scanners, body scanners, and trace explosives detection tools, can collect detailed 

personal data. For instance, sniffer dogs and biometric devices may inadvertently gather personal information about 

individuals, such as their location, physical characteristics, and behavior patterns. In sensitive contexts, such as post-

9/11 security measures or during counter-terrorism operations, individuals may feel that their privacy rights are being 

compromised for the sake of public safety. 

b. Unwarranted Surveillance and Profiling: 

The deployment of technologies such as facial recognition systems, electronic surveillance, and even biosensors in 

the detection of explosives may lead to concerns over unwarranted surveillance and profiling. Such technologies 

could be used to monitor individuals without consent, potentially violating citizens' right to privacy. Additionally, 

profiling based on certain characteristics (e.g., ethnicity, travel history) could lead to discrimination, false 

accusations, and the stigmatisation of certain groups, making privacy concerns a significant legal issue in the 

deployment of these detection tools (Zhou & Tan, 2021). 

c. Data Storage and Retention: 

Another significant privacy concern is related to the storage and retention of personal data collected during 

explosives detection processes. For instance, GC-MS and HPLC systems used in forensic laboratories may store 

trace chemical residue data linked to a specific person or crime scene. The question arises: how long should this data 

be kept? Should it be accessible to law enforcement and intelligence agencies indefinitely, or should there be 

limitations on its storage to protect individuals from undue surveillance? Furthermore, if data is stored improperly 

or falls into the wrong hands (e.g., via hacking or leaks), individuals’ privacy could be significantly compromised. 

2. Legal Frameworks and Ethical Considerations Surrounding Their Use in Investigations 

a. Legal Standards for Evidence Collection: 

In forensic investigations, explosives detection tools must adhere to strict legal standards to ensure that any evidence 
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collected is admissible in court. This includes ensuring that the tools used to detect explosives are scientifically 

validated and meet reliability and accuracy standards. For instance, forensic methods like GC-MS and SERS are 

widely accepted in legal proceedings because they offer precise, repeatable results. However, in some cases, the use 

of newer technologies (such as biosensors or portable Raman spectroscopy devices) may face legal scrutiny, 

especially if they have not been fully tested in the field or if they have not yet been proven to meet established 

scientific standards (Kacprzak & Zawisza, 2018). 

The chain of custody is a crucial concept in forensic law, which dictates how evidence should be handled, stored, 

and transported to prevent tampering or contamination. Detection tools must be operated by qualified personnel, and 

the evidence they collect must be handled in compliance with legal protocols to maintain its integrity. Failure to 

follow proper legal procedures may result in the evidence being excluded from court, potentially derailing a criminal 

investigation. 

b. Ethical Concerns in Forensic Use of Detection Technologies: 

The application of explosives detection tools in forensic investigations raises several ethical concerns related to the 

fairness and impartiality of the methods used. While technologies like sniffer dogs and X-ray machines have been 

proven effective, there is an ethical responsibility to ensure that these methods are used to promote justice and not to 

disproportionately target specific groups. For example, the racial profiling of individuals based on their appearance, 

behavior, or nationality, often exacerbated by the misuse of security technologies, can lead to unfair treatment and a 

breakdown in trust between the public and law enforcement. 

The ethics of informed consent also come into play when deploying explosives detection technologies. Individuals 

subjected to detection methods, especially non-invasive ones such as body scanners or biosensors, should be made 

aware of their rights and given the opportunity to opt out of certain procedures (where applicable). In many countries, 

informed consent is a fundamental legal principle that ensures individuals understand the potential risks of a 

procedure before agreeing to it. In cases of explosives detection, especially in non-consensual settings like airports 

or public events, this becomes a challenging ethical issue. 

c. International Legal Frameworks and Human Rights: 

The use of explosives detection technologies, particularly those that involve surveillance, must comply with 

international human rights standards. International conventions and treaties, such as the International Covenant on 

Civil and Political Rights (ICCPR) and the European Convention on Human Rights (ECHR), protect individuals' 

rights to privacy and freedom from unwarranted surveillance. Therefore, governments and law enforcement agencies 

must ensure that the use of such technologies does not violate fundamental human rights (Mukherjee & Gupta, 2023). 

Moreover, international legal frameworks regarding counter-terrorism and public safety must balance security needs 

with civil liberties. The United Nations and other international bodies have established guidelines that stress the 

importance of transparency and accountability in the use of technologies in public safety. This means that the 

implementation of explosives detection tools must be done in accordance with national laws and international human 

rights obligations, ensuring that these technologies are not used to infringe on basic freedoms. 

d. Accountability and Transparency: 

In terms of accountability, the use of explosives detection tools must be transparent and subject to oversight. For 

instance, when a biosensor or explosives trace detection system is used in a criminal investigation, there must be 

clear protocols and documentation for its operation, results, and any subsequent legal actions taken based on its 

findings. This transparency helps to ensure that detection tools are not misused or manipulated for personal or 

political gain. 

Governments must also provide regular audits of the technologies in use and ensure that law enforcement and 

intelligence agencies operate within the legal boundaries set by national laws. If technologies are found to be misused 

or produce unreliable results, proper measures must be taken to amend the situation, whether through revising laws, 

improving training programs, or discontinuing the use of certain methods (Rao & Zhang, 2024). 

The use of explosives detection technologies in forensic investigations presents numerous legal and ethical 

challenges that must be carefully addressed to maintain the balance between security and individual rights. Privacy 

concerns, particularly regarding surveillance and the storage of data, are paramount and require strict legal safeguards 

to protect citizens from unwarranted intrusion. Additionally, the ethical application of detection tools must ensure 
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fairness, transparency, and accountability in criminal investigations, ensuring that technologies are used to promote 

justice and not to violate civil liberties. By adhering to established legal frameworks and respecting ethical 

guidelines, explosives detection technologies can be a powerful tool for both preventing crime and maintaining 

public trust. 

Conclusion 

The advancements in explosives detection technologies, from traditional methods like X-rays and sniffer dogs to 

emerging techniques such as GC-MS, HPLC, SERS, and biosensors, have significantly enhanced the sensitivity, 

precision, and efficiency of forensic investigations. These tools have proven essential in identifying trace explosives 

at crime scenes, linking suspects to criminal activities, and preventing terrorist attacks. However, their deployment 

raises critical legal and ethical concerns, particularly regarding privacy, surveillance, and the potential for misuse. 

To ensure that these technologies are used responsibly, it is vital to maintain clear legal frameworks that protect 

individual rights while enhancing public safety. As the field continues to evolve, the integration of AI, 

nanotechnology, and portable devices holds great promise for further improving the speed and accuracy of explosives 

detection. Ultimately, the continued development and responsible application of these technologies will play a key 

role in safeguarding public security, while also balancing the need for fairness, transparency, and respect for civil 

liberties. 
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